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SCOPE OF THE MANUAL

Nature of Business: EMAS (PTY) LTD t/a PLASTIC BUBBLES is a Manufacturing and Distribution
company of plastic packaging products.

COMPANY CONTACT DETAILS

The scope of the manual is limited to the records held by the company, but the Information Officer can be
contacted for information required.

The company: EMAS PROPRIETARY LIMITED T/A PLASTIC BUBBLES
Registration number: 1979/003283/07
Registered address: 20 Radon Road, Fulcrum, Springs, Gauteng, 1559

Website address: www.plasticbubbles.co.za

Tel: 011 813 1000

Email: info@plasticbubbles.co.za

The Information Officer: AKI MOUTAFIS

Email: aki@plasticbubbles.co.za

Contact numbers: 011 813 1000
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~ 1. PURPOSE OF THIS MANUAL

[ e T s St S e o e e

The Protection of Personal Information Act 4 of 2013 (POPIA) and the Promotion of Access to Personal
Information Act 2 of 2000 (PAIA), gives effect to Section 32 of the Constitution’s right of privacy and looks at
two opposing interests relating to that of Personal Information, from an individual point of view and access
to Personal Information for the legitimate purpose of conducting business.

POPIA provides guiding principles to promote the protection of privacy which are intended to be applied to
the processes of Personal Information accessibility and sharing.

PAIA gives legislative effect to persons’ right of access to information and accountability for both private and
public bodies who has a duty to provide to a requester of records, unless specifically refused in terms of
Section 11 of PAIA. It's designed to empower people to use the law and empower themselves so as to
facilitate the requesting of access of information in different ways.

The purpose of this manual as set out below is to protect EMAS (PTY) LTD and to inform stakeholders and
data subjects of the compliance associated with the protection of, and the right to access, Personal
Information which includes:

s breaches of confidentiality;
s failing to offer choice; and
s reputational damage;

EMAS (PTY) LTD will ensure that the highest standard of compliance with policies, regulations, and laws to
protect Personal Information is maintained at all times.

a. This PAIA and POPI Manual is available for inspection during office hours from the Information Officer,
free of charge.

0. Additionally, this PAIA and POPI Manual can be viewed on the company website at
www.plasticbubbles.co.za
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~ GENERAL DEFINITIONS

Access The right, the opportunity, or the means of finding, using, or retrieving
information.
Accountability The condition that individuals, organisations, and the community are

responsible for their actions and may be required to explain them to others.

Anonymous Information which does not relate to an identified or identifiable natural
information person or to Personal Information rendered anonymous in such a manner
that the data subject is not or no longer identifiable.

Anti-malware Software built to detect and block malware from infecting computers and
devices.

Anti-virus Software developed to identify and eliminate computer viruses.

Automated Decisions made by machine (computers), without human intervention. For

example, to automatically accept or deny an online credit application or the
automated processing of CVs that evaluates (profiles) personal aspects of
individuals to determine if they will qualify for a position.

Classification The process of assigning an appropriate level of classification to an
information asset to ensure it receives an adequate level of protection.

Cloud Storage A method of saving digital data, like documents on remote servers that are
accessed via the internet. Instead of storing files on a local device or physical
hard drive, users upload them to servers managed by third-party providers,
allowing access from anywhere with an internet connection.

Confidentiality Is managed by the set of rules that limits access to information.

Consent Of the data subject means, any voluntary, specific, and informed expression
of will in terms of which permission is given for the processing of Personal
Information.

Data subject The person to whom Personal Information relates.

'l
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Encryption

Filing system

Information Regulator

Integrity

Operators

Personal Information

Policies

Policy

Private Body

The process of converting information or data into a code, especially to
prevent unauthorised access.

Any structured set of Personal Information which are accessible according to
specific criteria, whether centralised, decentralised, or dispersed on a
functional or geographical basis.

The Information Regulator of South Africa is an independent authority
established under Section 39 of the Protection of Personal Information Act
(POPIA) of 2013. It operates autonomously, accountable only to the law, the
Constitution, and the National Assembly.

The assurance that information is trustworthy and accurate.

A natural or legal person, public authority, agency or other body which
processes Personal Information on behalf of the Responsible Party. When
dealing with an operator, it is considered good practice for a responsible
party to include an indemnity clause.

Information relating to an identifiable, living, natural person, and where it is
applicable, an identifiable, existing juristic person such as a company,
including, but not limited to. Refer Section 6 of this document for a full
definition.

Clear and measurable statements of preferred direction and behaviour to
condition the decisions made within an organisation.

Clear and measurable statements of preferred direction and behaviour to
condition the decisions made within an organisation.

Under the Promotion of Access to Information Act (PAIA) as:

e A natural person who carries or has carried on any trade, business,
or profession (in that capacity)

s A partnership engaged in trade, business, or profession

e A juristic person, whether existing or former (e.g.. companies,
NGOs)

s A political party

It specifically excludes public bodies, which are government departments
or entities exercising public powers.
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Process A set of interrelated or interacting activities that transforms inputs inte
outputs.

Processing Any operation or set of operations which is performed on Personal
Information or on sets of Personal Information, whether or not by automated
means, such as;

collection, recording, organisation, collating, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination,
restriction, erasure or destruction.

Public Body Any department of state, administration in the National or Provincial sphere
of government or any Municipality in the local sphere of government.

Reconstruction Refers to the process of reproducing or restoring lost, damaged, or destroyed
records using available information, secondary evidence, or copies. This can
be done manually or digitally.

Record Means any recorded information, regardless of its medium or form,
including:

e Writing on any material;

¢ Information produced, recorded or stored by means of any tape-
recorder, computer equipment, whether hardware or software or both,
or other device, and any material subsequently derived from
information so produced, recorded or stored;

o Label, marking or other writing that identifies or describes anything of
which it forms part, or to which it is attached by any means;

s Book, map, plan, graph or drawing;

+ Photograph, film, negative, tape or other device in which one or more
visual images are embodied so as to be capable, with or without the aid
of some other equipment, of being reproduced.

Responsible Party The responsible party is the entity that needs the Personal Information for a
particular reason and determines the purpose of and means for processing
the Personal Information. In this case, the organisation is the responsible

party.

Restriction To withhold from circulation, use or publication any Personal Information
that forms part of a filing system, but not to delete or destroy such
information - for example - temporarily moving the data to another
processing system, making the data unavailable to users, or temporarily
removing published data from a website.
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Risk

Safeguards

Security compromise

Special Information

The Company

The Information

Officer

The Regulator

A threat of damage, injury, liability, loss, or any other negative occurrence
that is caused by external or internal vulnerabilities, and that may be avoided
or mitigated through pre-emptive action.

The protections or measures put in place to prevent harm, danger, or
unwanted outcomes.

A security compromise means a security compromise of security that leads
to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to Personal Information transmitted, stored or
otherwise processed.

Special Personal Information can include religious or philosophical beliefs,
race or ethnic origin, political persuasion, criminal, health or sex life, disability
information, CCTV footage or biometric information.

EMAS (PTY) LTD trading as PLASTIC BUBBLES, registered within the
Republic of South Africa with Registration Number: 1979/003283/07

Is responsible for ensuring the organisation's compliance with the POPI Act
and is registered with the Information Regulator. The Information Officer
ensures compliance with POPIA and promotes a culture of privacy and data
protection throughout the organisation.

The Infermation Regulator established in terms of section 39 of POPIA

Records are held in accordance with but not limited to the following legislation:

Basic Conditions of Employment Act 75, 1997

Companies Act 71, 2008 (as amended]

Competition Act 89, 1998

Compensation for Occupational Injuries and Diseases Act 130, 1993

Constitution of the Republic of South Africa, 1996

Consumer Protection Act 68, 2008

Debt Collectors Act 114, 1998

Electronic Communications Act 36, 2005

Electronic Communication and Transactions 25, 2002
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Employment Equity Act 55, 1998

Financial Intelligence Centre Act 38, 2007

Income Tax Act 58, 1962

Labour Relations Act 66, 1995

Magistrates Court Act 32, 1944 (Garnishee and Administration orders)

National Credit Act 34, 2005

Nationa! Environmental Management Act 107, 1998

Nationa! Environmental Management Waste Act 59, 2008

Occupational Health and Safety Act 85, 1993

Regulation of Interception of Communications and Provision of Communication-related Information Act 70, 2002

Securities Transfer Tax Act 25, 2007

Skills Development Act 97, 1998

Skills Development Levies Act 9,1999

South African Revenue Service Act 34, 1997

Taxation Laws Amendment Act 34, 2019

The Law of Contract, Common Law

Trademarks Act 194, 1993

Unemployment Insurance Act 63, 2001

Unemployment Insurance Contributions Act 4, 2002

Value-Added Tax Act 89, 1991

The above list is not a comprehensive list and does not include all relevant laws within the borders of South Africa.

Qur Information Officer is registered with the South African Information Regulator established under POPIA.
The head of the organisation is ultimately accountable for PAIA compliance as per the act.

The primary responsibility of the Information Officer is to promote adherence to the POPI Act across the
organisation, fostering a culture where privacy and data protection are embedded in decision-making at
every level. This role involves safeguarding all personal data held by the company through a combination of
robust physical security and the implementation of industry best practices. Before assuming any
responsibilities, the Information Officer must be formally registered with the regulatory authority.

These responsibilities rely on input and collaboration from various internal departments, such as IT, Finance,
and others, as the duties are closely interconnected with the information provided across the organisation.

5.1 Other Responsibilities of an Information Officer:

Dealing with requests made to the organisation relative to PAIA.

Cooperation with the Information Regulator relating to any inquiries.

Maintaining this Compliance Manual and having it available.

Establishing internal protocols in conjunction with efficient systems designed to manage and
respond to requests for information or access appropriately.
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s Keeping the Board of Directors up to date about information protection responsibilities and any
security breaches.

e Ensuring revision of existing policies to ensure alignment with POPIA requirements and data
protection standards.

s Ensuring staff's awareness of all POPIA and PAIA reguirements.

+ Remaining up to date with any important changes to legislation, and

e That copies of the manual are provided to persons at their request, Hard copies to be provided
upon payment of a fee (predetermined by the Information Regulator) as per Form 3 of the
Information Regulator.

5.2 Documentation held by the Information Officer

o  All risks, incidents, and threats.

s All responses to risks, incidents, and threats.

s Details of all breaches, i.e, time, place, format of data, size of breach, reasons, and possible
consequences, etc.

» Anaction plan to remedy any breach, with the roles and responsibilities of all parties related to
the matter.

» Forms and written procedures for all steps related to the stages of any known breaches.

5.2.1 The following information is recorded and managed by the Information Officer.
e Aninventory of all data subjects and their Personal Information.
s Data subject consents and instructions.
e The identities of the data processors.
e How access control is addressed.
s Copies of any communication sent to clients with regard to the POPIA and PAIA Acts will be held
by the Information Officer.

POPIA's scope includes both individuals and juristic persons — such as businesses, companies, and other
legally recognised entities. These organisations are treated as data subjects under the law and are granted
equal rights to the protection and lawful handling of their Personal Information,

The definition of Personal Information as stated in the POPI Act is:

“Personal Information means information relating to an identifiable, living, natural person, and where it is
applicable, an identifiable, existing juristic person, including, but not limited to:

1. Information relating to the race, gender, sex, pregnancy, marital status, family details, nationality,
ethnic or secial erigin, colour, sexual arientation, age, physical or mental health, well-being, disability,
religion, conscience, beltef, culture, language and birth of the person;

2. information relating to the education or the medical, financial, trade union memberships, criminal or

employment history of the person;

any identifying number, symbol, e-mail address, physical address, telephone number, location

information, online identifier or other particular assignment to the person;

E.}J

4. the biometric information, visual images of individuals captured on CCTV of the person;

5. the personal opinions, views or preferences of the person;

6. correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or
further correspondence that would reveal the contents of the original correspondence;

7. the views or opinions of another individual about the person; and

8. the name of the person if it appears with other Personal Information relating to the person or if the
disclosure of the name itself would reveal information about the person;”
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6.1 Personal Information Categories
This information includes but are not limited to the following:

1. For Employees: name, surname, id number, address, contact details, details of qualifications, tax
information, employment history, level of remuneration, date of birth, marital status, race, disability
information, background and crimina! checks, employee performance records, pension and provident
fund information, income tax reference numbers, training records

2. General: CCTV records, electronic access records, FICA documentation, Invoices, contractual
agreements and statutory reporting.

3. The above may be included in the following categories:

a. Employee Information (Human Rescurces and Staff Administration)

Clients Records

Suppliers & Contractors Records

Marketing and Sales, including social mediz

Financial and Tax Records

Shareholders/Affiliate Companies and Subsidiaries

Statutory Records (MO, Register of Directors, Minutes and Resoclutions, etc.)

Banking and FICA records

T mpap o

The company does not deliberately collect special information about our stakeholders, personnel and clients
relating to religion, health, political beliefs or sexual orientation unless consent was obtained from the date
subject or is so required by law.

Records of Personal Information may be retained for periods in excess of the period for which the information
was used for historical, statistical or research purposes with appropriate safeguards against the records being
used for any other purposes.

When Personal Information is stored, accessed, or shared within the organisation, we know that there is a
duty to ensure its protection through appropriate safeguards and responsible practices.

POPIA applies to Personal Information processed by or for a responsible party using automated or non-
automated means.

= For non-automated processing (like paper records, photos, x-rays), the Act only applies if the
information is part of—or intended to be part of—a filing system.

e The Act applies if the responsible party is domiciled in South Africa.

e It also applies to non-domiciled responsible parties who process Personal Information using
automated or non-automated means within South Africa, unless the processing is solely for
forwarding the information.

The company information is hosted by external service providers, and all the information is stored on the
cloud. The information may include, but are not limited to Metadata, IP addresses, contact information,
names, web page access and other data generated through the websites and other categories listed under
Section 6.

External hosting providers are engaged to support contractual obligations with both prospective and current
customers, ensuring our online services are delivered securely, efficiently, and promptly through a trusted
professional partner. These providers will process personal data solely to the extent reguired to meet their
operational responsibilities and in strict accordance with our instructions. Disclosure of Personal Information
te third parties will occur only when necessary for business operations and will not be used for marketing or
credit reporting purposes.
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THE COMPANY COLLECT PERSONAL INFORMATION THROUGH THE FOLLOWING METHODS:

1. From the data subject self:
a. By contacting the company, placing an order, or creating an account.
b. Completing online forms or replying to communication sent from the company.
c. Job Applications.
d.  Website browsing, online cookies.
e. Biometrics.
2. Already public information:
a. Customer and Supplier website.
b. Social Media.
¢. Marketing Campaigns.

This section outlines the points at which Personal Information is accessed and utilised, specifically in relation
to the activities carried out by the company, its personnel, clients, and associated third-party stakeholders.

Disclosure of Personal Information entails the processing of a data subject’s information, only for the sole
purpose for which the information was collected in order for the company to be able to do its work.

Processing can be defined as the collection, recording, collation, storage, retrieval and alteration, which could
include the processing of recorded material, e.q. video or photos taken during an event.

8.1 INTERNAL DOCUMENTATION
Registers and documents pertaining to transactions relevant to Personal Information:

a. Employee Information Records and Correspondence including permanent, temporary, part-time
staff and contractors
Employee Agreements / registers
Employment Applications (including criminal background checks)
Records provided by a third party relating to employees
Health and Safety (OHASA)
Annual Financial Statements
Accounting Records
Management Statements
Bank Records and FICA documents
Client Records, including invoices
Customer, Vendor and Contractor Agreements
Shareholder Agreements
. Email Correspondence
Share Register and Share Certificates
Agendas and Minutes of Board and Shareholder meetings
Statutory Records (MOI, Register of Directors, etc.)
Audit reports
Asset registers
ID's and proof of residence of all shareholders and directors

STe me on o
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ID's and proof of residence of all senior managers
u. Rental Agreements
Tax Records
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w. Loan Agreements
x. Marketing and Sales, including all social media and other publications

8.2 SOFTWARE ON COMPANY OWNED DEVICES AND USED FOR BUSINESS PURPOSES

Accounting Software.

Inventory Management and POS Systems.

Sales, Marketing and PR software.

Payrall and other HR software.

Antivirus and Malware software on end-user machines.
Antivirus and Malware software on Network,

Project Management software.

Website Analytics Tools.

T e o0 oo

The company does not intentionally make any cross-border transfer of Personal Information for the purpose
of facilitating the provision of its products and services.

Should the company undertake such transfers, the company shall implement all requisite measures to ensure
that service providers and third-party operators are subject to applicable legislation, enforceable corporate
rules, or binding legal instruments which afford an adequate level of data protection.

These measures shall further ensure that Personal Information transferred beyond the borders of South Africa
shall be subject to protections equivalent to those afforded under the applicable legislation within South
Africa. In particular, the company shall take all necessary steps to guarantee that such information is
processed in accordance with the principles and obligations prescribed by the POPI Act, irrespective of the
jurisdiction in which the data is processed.

These measures shall be aligned with the principles of lawful, reasonable, and responsible processing of
Personal Information, as contemplated in the POPI Act.

The company's data is hosted on Microsoft's Cloud infrastructure, which may involve the storage or
processing of Personal Information outside the borders of South Africa. In accordance with section 72 of the
POPI Act, the company shall ensure that any cross-border transfer of Personal Information is subject to
adequate protection measures, and that such processing complies with the principles and obligations
prescribed by POPIA, irrespective of the jurisdiction in which the data is hosted or accessed.

POPIA sets out a regulatory framework designed to ensure that personal data is processed in a lawful,
transparent, and secure manner, upholding the privacy and dignity of individuals and organisations.

POPIA affirms data privacy as a fundamental right and establishes accountability measures that give Data
Subjects cantrol over the use of their Personal Information.

The owner of information is the data subject.

All other relevant parties who deal with the personal data are referred to as processors. POPIA requires Data
Subjects to direct how their Personal Information is collected, used, and disposed of.

The data subject remains the owner of its Personal Information.

Page 14 of 24
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The classification of collection of information directly from a data subject or other as stated in the POPI Act
is:

12. (1) Personal Information must be collected directly from the data subject, except as otherwise provided
for in subsection (2)

(2) It is not necessary to comply with subsection (1) if -

a) infermation is contained tn or derived from a public record or has deliberately been made public by
the data subject;
b) the data subject or a competent person where the data subject is a child has consented to the
collection of the information from another source;
c) collection of the information from another seurce would not prejudice a legitimate interest of the data
subfect;
d) collection of the information from another source is necessary —
L to avoid prejudice to the maintenance of the law by any public body, including the
prevention, detection, investigation, prosecution and punishment of offences;
i, tocomply with an ebligation imposed by low or to enfarce legislation concerning the
collection of revenue as defined in section 1 of the South African Revenue Service Act, 1997
(Act No. 34 of 1997);
it.  forthe conduct of proceedings in any court or tribunal that have commenced or are
reasonably contemplated;
tv.  inthe interests of national security;
v to maintain the legitimate interests of the responsible party or of a third party to whom the
information is supplied;
e) compliance would prejudice a lawful purpose of the collection; or
f) compliance is not reasonably practicable in the circumstances of the particular case.

A Data Subject has the legal right to ensure that their Personal Information is processed in accordance with
the conditions and principles set out in applicable data protection legislation.

1) The right to access Personal Information,

The data subject has the right to know what personal data is held by the company and can request
to access that data.

2) The right to have personal data corrected or removed.
The data subject may reguest that information held be corrected, updated or removed.

3) Theright to object to processing of Personal Information.
On reasonable grounds, the data subject can object to the processing of their information.

4) The right to complain to the Information Regulator.
If a Data Subject believes POPIA has been violated, they may file a complaint with the Information
Regulator for adjudication.

5) The right to be informed.

Data Subjects must be informed when their Personal Information is collected, particularly in cases of
unlawful access.

Should the client's consent be required to process their Personal Information the client has the right to
withdraw their consent.
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12 DATA SECURITY SAFEGUARDS

The POPI Act requires companies to protect Personal Information through reasonable technical and
organisational safequards that prevent unauthorised access or processing.

POPIA applies to Personal Information stored in both physical (hard copy) and electronic (soft copy) formats.
The company implemented its IT infrastructure in alignment with POPIA's data protection standards, with
support from its IT administrator or consultant to address relevant security measures.

Under POPIA, Personal Information must not be retained longer than necessary for the purpose for which it
was collected or processed—unless its continued retention is legally required or authorised, needed by the
responsible party for lawful business functions, or consented to by the data subject.

Furthermore, in terms of POPIA, once Personal Information records are no longer required, then such records
must be destroyed or deleted as soon as reasonably and practically possible, which destruction or deletion
must be done in a manner that prevents its reconstruction into an intelligible form.

12.1 SECURITY SAFEGUARDS WITHIN THE ORGANISATION

External hosts implement & range of electronic security features to mitigate risks under POPIA, including
firewalls, intrusion detection systems, encryption protocols, secure access controls, and regular vulnerability
assessments. These measures help safeguard Personal Information from unauthorized access, data breaches,
and other cyber threats, ensuring compliance with the Act's data protection requirements.

12:1.1 DECOMMISSIONING OF HARDWARE (LAPTOPS, SERVERS, etc)

The decommissioning of a laptop involves the secure removal of all data and the systematic preparation of
the device for disposal or repurposing. This process typically encompasses data backup, comprehensive hard
drive sanitization, detachment of peripheral components, and adherence to appropriate protocols for
environmentally responsible recycling or disposal.

The company takes all practicable measures to ensure that data is comprehensively erased from devices,
thereby mitigating the risk of accidental or unauthorized recovery.

12.1.2 HARD COPY (NON-ELECTRONIC) SAFEGUARDS WITHIN THE
ORGANISATION

The company stores hard copies of statutery documents in compliance with legislation and internal policies.
Archived recards are securely kept off-site under fire-proof conditions, with access restricted to authorised
personnel. Physical records are locked and protected by practical security barriers.

12.2 UNLAWFUL DENIAL OF ACCESS

Where records are required for litigation, or where litigation is reasonably anticipated, all relevant records
and documents that may reasonably be subject to discovery or hold relevance to the legal matter must be
retained even if the retention period has expired.

In the event of a request for access to records or documents under PAIA, such records and documents must
be retained until the PAIA process has been fully condluded. It is essential to note that any individual who
unlawfully denies access to requested records, or who intentionally destroys, damages, alters, or falsifies such
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records, commits an offence and, upon conviction, is liable to a fine or imprisonment for a period not
exceeding two years.

12.3 SECURITY BREACH AND INCIDENT MANAGEMENT

In an event where Personal Information of a data subject is compromised and accessed unlawfully the
company will take responsibility to notify the Information Regulator as well as the affected parties as soon as
reasonably possible.

However, the Act allows for delayed notification of the data subject if the Information Regulator or a public
body responsible for crime prevention or investigation believes that such disclosure would hinder an ongoing
investigation.

12.4 INCIDENT MANAGEMENT

The company has established procedures to manage POPIA-related incidents, with clearly defined roles for
data processors and departmental heads who oversee personal data security. Measures are in place to
minimize incidents and ensure swift response. Operators are required to promptly report breaches, except
where Section 22 of the POPIA applies, both the responsible party and the Regulator will be notified
immediately of any security compromise.

The Company will take appropriate remedial actions following a security compromise, which may include
securing affected systems, resetting passwords and access credentials, engaging IT forensic specialists to
investigate the incident, and implementing enhanced security controls to prevent a recurrence.

12.5 DATA SECURITY BREACHES

The company’s data breach response plan ensures swift, coordinated action among all involved parties, with
strict communication protocols. Breach details are escalated from employees to managers, then to the
Information Officer, who informs the board and CEO. Upon confirmation, the Information Officer is
responsible for notifying affected data subjects, the Information Regulator, and other impacted parties, in
accordance with POPIA.

These breaches include unauthorised access to Personal Information, Lost or stolen Company devices with
Personal Information, hacked Emazils or Cloud Account, Malware or Ransomware Attack and Unauthorised
access to HR or Payroll Records.

12.6 RECORDS KEPT BY INFORMATION OFFICER

The Information Officer maintains records of all risks, incidents, and threats, along with corresponding
responses and detailed breach information, including timing, location, data format, breach size, causes, and
potential conseguences.

12.7 DISCIPLINARY ACTION

The company has identified procedures to manage incidents that may have an impact on the POP| Act.

Following an investigation, immediate actions may include reporting to law enforcement for possible criminal
charges, initiating disciplinary proceedings, and recovering funds or assets to minimize harm or loss.
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After investigating an infringement or complaint, the company may propose suitable administrative, legal, or
disciplinary action against any employee reasonably suspected of involvement in non-compliant conduct as
described in this manual.

Wilful mishandling or gross negligence in managing Personal Information will be treated as serious
misconduct, and may result in summary dismissal. Disciplinary action will be initiated if sufficient evidence
supports such non-compliance by an employee.

Notwithstanding the provisions of this manual, the company cannot be held liable for matters beyond its
reasonable control, including but not limited to acts of state, acts of God, instances where the requester is at
fault, exemptions granted by the Regulator, or circumstances in which compliance was not reasonably
practicable and to the extent permitted by law.

".-__:' e e L s

As per the Act, the destruction or deletion of a record of Personal Information must be done in a manner that
prevents its reconstruction in an intelligible form.

Records and documents shall be destroyed only upon the expiry of the applicable statutory retention periods
and fellowing a determination as to whether such information is required for any other lawful or operational
purposes. POPIA permits the retention of Personal Information beyond the prescribed period when required
by law or for purposes such as historical, statistical, or research use, provided that the responsible party has
implemented adequate safeguards to prevent the information from being used for any other purpose.

The company is responsible for attending to the destruction of its documents, which must be done on a
regular basis. Files must be checked to make sure that they may be destroyed and also to ascertain if there
are important original documents in the file. Original documents must be returned to the owner thereof,
failing which, they should be retained by the company pending such a return.

The following Document Retention Schedule is applicable in South Africa:

Record Category Examples of Records Retention Period
Company Statutory Certificate of incorporation, MO, shareholder
¢ Permanent
Records registers
Board minutes, shareholder resolutions, AGM
Company Meeting Records 7 years
records
Annual financial statements, accountin
Financial Records ' E 7 years
records, general ledger
Income tax returns, VAT returns, PAYE
Tax Records e . 5 years
submissions, supporting documents
: . Bank staternents, deposit sli s-, cheque
Banking Records 2 P . 5 years
records
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Record Category

Examples of Records

Retention Period

Contracts and Agreements

Supplier agreements, service contracts, NDAs

Duration of contract + 5 ]
years

Employee Personnel
Records

Employment contracts, disciplinary records,
perfarmance records

Duration of employment + 3 1|
years

Payroll Records

Salary and wage records, payslips, payroll
reports

5 years

PAYE Documentation

EMP201, EMP501, IRPS certificates

5 yean -

Employee Identification
|[Records

Copies of ID documents, passparts, work
permits

Duration of employment + 5
years

|Employee Contact and
Address Details

Phone numbers, email addresses, home

addresses

Duration of employment + 3

!_ years

e ] — ——
Medical Certificates Sick notes, medical certificates 3 years

Health and Safety Records ||Incident reports, accident records 3 years

Occupational Health
Exposure Records

Hazard exposure monitoring records

Up to 40 years

Customer Records

Contracts, order history, contact details

Duration of relationship + 5
years

Supplier Records

Supplier agreements, invoices, contact details

Duration of relationship + 5
years

POPIA Compliance Records

Data subject access requests, consent
records, breach reports

3-5 years

Security Records

CCTV footage, access control logs

30-20 days unless required
for investigation

15.1

Completion of Access Request Form

In order to facilitate a timely response to requests for access, all requesters should be aware of the following
when completing the Access Request Form:

a
b.

Form 2, Access Request Form must be completed.
Proof of identity is required to authenticate the identity of the requester. Therefore, in addition to

the access form, requestors will be required to supply & copy of their identification document.

£

oo

referenced folio.

Complete the form in BLOCK LETTERS and answer every question.

If 2 question does not apply state N/A in response to that question.
If there is nothing to disclose in reply to a particular guestion state "nil” in response to that question.
Ifthere is insufficient space on a printed form, additional information may be provided on an attached
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g. When the use of an attached folio is required, precede each answer with the applicable title of that
page.
15.2 Submission of the Access Request Form

The complete Access Request Form together with a copy of the identity document must be hand delivered
or submitted either via e-mail and must be addressed to the contact person as indicated above.

This fee is not applicable to personal requesters referring to any person seeking to access records that contain
their Personal Information.

An initial, request fee of R140.00 (including VAT) is payable on submission. Refer to Form 3 under Fees for
breakdown of fees.

15.3 Payment of Fees

Payment details can be obtained from the Information Officer. If the request for access is successful an access

fee may be required for the search, reproduction and/or preparation of the record(s) and will be calculated
based on the Prescribed Fees.

Proof of payment must be supplied, and the access fee must be paid prior to access being given to the
reguested record.

If a deposit has been paid in respect of a request for access which is refused, then the Information Officer will
refund the deposit to the requestor.

15.4 Notification

The company has leeway of 30 days from receipt of the request to decide whether to grant or decline the
request and give notice with reasons to that effect.

The 30-day period within which the company must decide whether to grant or refuse the request, may be
extended for a further period of not more than thirty days, if the request is for a large volume of information
and the information cannot be reasonably obtained within the original 30-day period. The company will
notify the requester in writing should an extension be needed.

15.5 Complaints to the Information Regulator

A reguester may approach the Information Regulator to lodge a complaint in accordance with Section 77(a)
of PAIA on a prescribed form and the form can be sent by email to: PAIAComplaints@inforegulator.org.za

A requester or third party may only lodge a complaint with the Regulator once all internal appeal processes,
not applicable to private bodies, against a decision by the Information Officer or head of a private bady have
been exhausted.
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16. REFUSAL OF ACCESS TO RECORDS

The company does not provide for internal appeal procedures in respect of PAIA requests. Accordingly, any
decision rendered by the duly authorised individual shall be deemed final.

In the event that a request |s refused, the requester has the right to seek recourse by applying to a court of
competent jurisdiction.

The main grounds for refusal of a request for information are set out below:

*  Mandatory protection of & third party’s privacy, where disclosing their Personal Information would be
considered unreasonable.
e  Mandatory protection of the commercial information of a third party, if the record contains:
+ Trade secrets;
+ Sensitive financial, commercial, scientific, or technical information that may harm a party’s
interests if disclosed;
¢ Confidential third-party information that could harm their negotiating or competitive position if
disclosed.
e  Mandatory safeguarding of third-party confidential information when such protection is required under
an existing agreement.
e  Mandatory protection of the safety of individuals and the protection of property.
e  Mandatory protection of records which could be regarded as privileged in legal proceedings.

UNLAWFUL DENIAL OF ACCESS

Where records are reguired for litigation, or where litigation is reasonably anticipated, all relevant records
and documents that may reasonably be subject to discovery or hold relevance to the legal matter must be
retained even if the retention period has expired.

In the event of a request for access to records or documents under PAIA, such records and documents must
be retained until the PAIA process has been fully concluded. It is essential to note that any individual who
unlawfully denies access to requested records, or who intentionally destroys, damages, alters, or falsifies such
records, commits an offence and, upon conviction, is liable to a fine or imprisonment for a period not
exceeding two years.

In accordance with Section 51(1)(d) of the Act, records that are publicly available, such as those published on
the company’s website, contained in marketing and promotional materials, brochures, or annual reports, may
be accessed without the submission of a formal application.

Other non-confidential records, such as statutory records maintained at CIPC, may also be accessed without
the need to submit a formal application, excluding shareholding and UBO (Ultimate Beneficial Ownership)
information submitted to CIPC.

There are also the following records:

Trade References

List of Products

Product Specifications

Product Catalogue

Public Notices and Press Releases
Annual Reports

o e T =S
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7. Vacancies

' 18. RECORDS ONLY AVAILABLE UPON REQUEST

In terms of the PAIA Act, Section 51(1)(d) the following records held by the company can only be accessed
upon the submission of a formal application.

Please note that submitting a2 completed access request form does not guarantee access to the requested

record and it may also be restricted if it falls within specific categories outlined in Chapter 4 of the Act as
grounds for refusal.

This serves as a reference but are not limited to the categories of information that the company may hold.
Records not listed as automatically available in the PAIA manual of the institution:
e Internal correspondence or communications that are not publicly disclosed;
e Personal Information of individuals, unless the requester is the data subject or has legal grounds;
¢ Confidential commercial information of third parties;
¢ Information protected by agreements, such as NDAs or service contracts;
¢ Records required for the exercise or protection of rights, which must be justified in the request;

e Documents subject to legal privilege, unless disclosure is mandated by law.

,ULATOR’S GUIDE

R e e su e 2

The Regulator Guide, published by the Information Regulator, helps individuals understand and apply the
provisions of PAIA as outlined in Section 14 of PAIA,

The Regulator Guide helps people understand PAIA, lists the types of information they can request, and
explains how to make a request.
19.1 The Regulator Guide is available in each of the official languages and in braille.
19.2 The Regulator Guide contains the description of-
19.2.1 the objects of PAIA;
19.2.2 the postal and street address, phone and fax number and, if available, electronic mail address
of-
19221 the Information Officer of every public body, and
19.2.22 every Deputy Information Officer of every public and private body designated in
terms of section 17(1) of PAIA;
19.2.3 the menner and form of a reguest for-

19.2.3.1 access to a record of a public body contemplated in section 11; and
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19.2.3.2 access to a record of a private body contemplated in section 507;
19.2.4 the assistance available from the Regulator in terms of PAIA;
19.2.5 all remedies in law available regarding an act or failure to act in respect of a right or
duty imposed by PAIA, including the manner of lodging-
19.2.5.1 aninternal appeal;
19.2.5.2 a complaint to the Regulator; and
19.2.5.3 an application with a court against a decision by the infoarmation officer of a public
body, a decision en internal appeal or a decision by the Regulator or a decision of the
head of a private body;
19.2.54 the provisions of sections 142 and 513 requiring a public body and private body,
respectively, to compile a manual, and how to obtain access to a manual;
19.2.6 the provisions of sections 154 and 525 providing for the voluntary disclosure of categories of
records by a public body and private body, respectively;
18.2.7 the notices issued in terms of sections 226 and 547 regarding fees to be paid in relation to
requests for access; and

19.2.8 the regulations made in terms of section 92°

' Section 50(1) of PAIA- A requester must be given access to any record of a private body if-
a) that record is required for the exercise or protection of any rights;
b)  that person complies with the procedural requirements in PAIA relating to e request for access to that record: and

¢} access to that record is not refused in terms of any ground for refusal contemplated in Chapter 4 of this Part.

? Section 14(1) of PAIA- The information officer of & public body must. in at least three official languages, make available a manual
containing information listed in paragraph 4 above.

3 Section 51(1) of PAIA- The head of 2 private body must make available & manual containing the description of the information listed
in paragraph 4 sbove.

¢ Section 15(1) of PAIA- The information officer of a public body, must make available in the prescribed manner a description of the
calegories of records of the public body that are automatically available without a person having to request access

5 Section 52(1) of PAIA- The head of a private body may, on a voluntary basis. make available in the prescribed manner a description
of the categories of records of the private body that are automatically available without a person having to request access

& Section 22(1) of PAIA- The information officer of a public body to whom a request for access is made, must by notice require the
requester tc pay the prescribed request fee (if any). before further processing the request

7 Section 54(1) of PAIA- The head of a privete body to whom a request for access is made must by notice require the requester to pay
the prescribed request fee (if any), before further processing the request.

8 Section 92(1) of PAIA provides that — The Minister may, by notice in the Gazette, make regulations regarding-

(a) any matter which is required or permitted by this Act to be prescribed;
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19.3 Members of the public can inspect or make copies of the Regulator Guide from the offices of the

public and private bodies, including the office of the Regulator, during normal working hours.

19.4 The Regulator Guide can alsc be obtained-

19.4.7 upon request to the Information Officer;

19.4.2 from the website of the Regulator https://www. https://inforegulator.org za/paia-guidelines/.

A copy of the PAIA Guide is available for inspection at the offices of the Information Regulator.

Contact details are as follows:

Address:

Telephone:
Website:
E-mail:

Woodmead North Office Park, 54 Maxwell Drive, Woodmead, Johannesburg,
Gauteng, South Africa, 2191

010 023 5200

inforegulator.org.za

enquiries@inforegulator.org.za

Access to the company's records is granted only after all applicable access requirements have been satisfied.

A reguester refers to any individual seeking access to the company's records who must adhere to the
procedures outlined in the Promotion of Access to Information Act (PAIA) when submitting a request.

Refer to the Information Regulator’s Prescribed Forms.

Form 2: Request for Access to Record

Form 3: Outcome of Request and Fees Payable

Requests can be submitted either via post, or e-mail and should be addressed to the relevant contact person

as indicated below:

Contact person

Aki Moutafis

Postal Address

20 Radon Road, Fulcrum, Springs, 1559

Physical Address

20 Radon Road, Fulcrum, Springs, 1559

Phone number

011813 1000

E-mail

aki@plasticbubbles.co.za

(b) any matter relating to the fees contemplated in sections 22 and 54:

(c) any notice required by this Act,

{d) uniform criteria to be applied by the information officer of a public body when deciding which categories of records are to be
made available in terms of section 15; and

(e) any administrative or procedural matter necessary to give effect to the provisions of this Act.”
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